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Managent menu > Group

This menu is used in conjunction with the Group Management window. See Admintool. If some of
the buttons are grayed out, it means that you need to select a group in the Group Management
window.

Groups Properties
When we create or modify a group, we have access to all its properties:

Global

Group setup t

Global |F‘.ights Restrictions | Time Qut | Data Access Restrictions | Shared Queries |

|Jser «Default=

User type |s‘l.-'igilens Designer P |

[ ]Enable connection without login {if Windows user matches a Vigilens one)

| Setup for emailing. ..

Name
Name of the group, knowing that the default group cannot be renamed.
User type

there are 2 possible types of users.
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* Vigilens Viewer / Web: only consultation of existing queries
* Vigilens Designer: possibility to create new queries.

‘L The available types depend on the license.

r ,

Windows connexion

Allows to launch Vigilens without the login window being displayed, if the Windows user name
corresponds to the Vigilens user name.

Setup for emailing

You can also assign a different mail server and/or a different sender name for this group than the
default server.

The mail server can be set at the user level, in which case it takes precedence over what is set at the
group level.

Specifying mail settings at the user level allows you to have a personalized return
&)  address.

Email Setup -

Ise default server (smtp.office365.com)

IUse default sender (support@vigilens. fr)

Unchecking one or both checkboxes opens the entry to the parameters specific to this group.
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I [ ]uze default zerver (smtp.office365.com)

SMTP Server for outgoing mail

|:| SMTP Server reguires authentication

User Mame

Passwaord

SMTP Server Port

[] Default encryption
Encryption

(®) Mone M

[ Use default sender (support@vigilens.fr)

[#] Use default server (smtp.office365.com)

[ ] Use default sender (support@vigilens.fr)
Sender

Sender address

[ | copy for sender

Rights restrictions
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| Global | Rights Restrictions | Time Out | Data Access Restrictions | Shared Queries |

o

: Authorize creation of user defined standard ¢

=

|:| Impart only shared data source

|:| Disable queries publishing

|:| Restricted rights in query modification
Autaorization

Unable changes to shared gueries folder
Enable use of data dictionay decimals instead
Enable deletion of all result files.

Authorize creation of user defined standard j

Enable build of query type 'SQL Entry’
Dutput

[ | Disable data expart

Authorize the output to user named files
|:| Disable printer output

[ | Disable email cutput

[+| Enable export to a database

[ o ]

* This is where you define which Vigilens applications a group can access. You can see that for each
right, there is a contextual help in the top right corner.

Global | Rights Restrictions | Time Out | Data Access Restrictions | Shared Queries |

B W2l 2uthorize the use of OPManage

[ | Disable data export ~
Authorize the output to user named files

|:| Disable printer output

[ ] Disable email output

Enable export to a database

Enable table creation when exporting to a da
Enable table purge when exparting to a datal
Access to applications

Autharize the use of DMManage
Authorize the use of LogManage

Enable use of application Vigilens Monitor
|:| Enable use for application WebConfig

[ ] Disable interactive use of Viglens
Miscellaneous

|:| Display only the header in the query summary__|

<

m | »

Authorize user to run OPManage in
order to create, change or delete
user functions,

Remark : This application does not

allow changes to standard functions.

ok ]
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/|\ If one of these boxes is checked at the group level, it will also be checked at the group
£ user level and will not be uncheckable.

£

- récupérer les libellés en anglais de Denis

Time Out

Group setup -

| Global | Rights Restrictions | Time Cut |Da13 Access Restrictions | Shared Queries |

SOL run time out
Enable time out IEIh ' IEI "

Total time out (SQL run + Data download and display)

Enable time out IEIh ' III -

There are 2 times out:

e the first one is purely relative to the database: it is the maximum time between the submission
by Vigilens of the request to the SQL server and the end of the execution. This time out is
managed by the database itself.

 the second one is managed by Vigilens: compared to the first one, it also takes into account the
data extraction time.

/\ These notions of time-out can be defined at different levels:

® group
* user
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e query

& These times must necessarily be smaller and smaller when switching from group to user
and then user to query.

Because SQL time out is managed at the database system level, it is not available on all
platforms.

Data access restriction

Group setup -

| Global | Rights Restrictions | Time Out | Data Access Restrictions | shared Queries |

| Default restriction. .. | « Setup > (Mo restriction)

Spedfic restriction for a data source

{In order to delete access to a database, please untick the related box)

IDE_VIGILENS

Delete Default -= Data source Data source - Default

It may be useful to block certain groups from accessing certain sensitive company information. It is
possible to prohibit the use of a data source by unchecking it in the list. For each datasource, Vigilens
can impose restrictions on :

e Environments

e Tables (for JDE/World type sources)
e Aliases (for JDE/World sources)

e Fields

e Values
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The button Default restrictions.. gives you access to settings that are valid for all
o data sources that do not have specific settings. The sequence of the screens is similar in
every way to the settings for a particular data source.

Generally speaking, all of the following restrictions work on either as black list or white
list system: either you make explicit which items are prohibited and everything else is
allowed, or you make explicit which items are allowed and everything else is prohibited.
Black list/White list operation is defined at group level and cannot be changed at user
level.

you can:

e prevent/allow access to environments, for JDE/World data sources

Data Access Restrictions -

EnterpriseCne /OneWarld Environment Restrictions |Tab|e Restrictions | Alias Restrictior € | *

Authorized environments list Forbidden environment list v
& Description Envir... Path. &  Description Ervir... Path.
E920 Develop,.., DW920  DVa20

E220 Producti... PD%20 PD320
E920 Prototyp... FYS20  PYSZ0

e prevent/allow consultation of a particular table
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| EnterpriseOne/OneWorld Environment Restrictions | Table Restrictions | Alias Restrictior < | >

Table name
|Fuuu4

Authorized table list

— FOO04
£ Name Description FOQOS5D

EFUUUUH‘} Generic Interface ... FOO0eDZ1
FF0002  Next Numbers - A...
FF00021  Mext Numbers by ...
FF00022  Unigue Key File - ...
FF00023  Distributed Next ...
FF0004  User Defined Cod...
FF0004D  User Defined Cod...
FF0005  User Defined Cod...
FF000SD  User Defined Cod...
FF0006  Business Unit Master
FF0006D  Business Unit Alte. ..
FOO0SDZ1 Business Unit Alte...
THFO0065S  Date Effective Bu...
%FUUUESl Business Unit 5na...
FFO006Z1  Cost Center Uned...
%FDDDEEZ Business Unit Mas...
EFUUD? Workday Calendar

MI:I"II"II"IT?‘I Widerls Mz Maland

e prevent/allow access to an alias (JDE/World)
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| Table Restrictions | Alias Restrictions |F|E1d Resfrictions | Set restrictions for values rElEI i I 2

Forbidden alias list

Authorized alias list

£ Name Description

&) swvu pgrade?
EAEE WY Version

[T sxqT Quantity On Hand

& exTy Item Type
[&] sxUM Lnit of Measure

[3]o7cM ChedkTtem Mumber
[K]osDCF Draft Collected

& o3ca Cleared ()

[R] 11TEST  test

[A]2CO...  Comment

[&] 207N 2nd TIM

[Al2MDCD Secondary Code
[&] 2MDCDDS Secondary Code Descr..
&= Diversity Code 03
2| 31a1 Order Mumber
[K]32vaPI  Verification API

< m

 prevent/allow access to define table column
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Field Restrictions | Set restrictions for values related to a field or an alias

Table name Field name
| FO101 | | ABANS

Authorized field list

L “FOO021", "MLIME™
£ Mame Description “F0101". "ABANG"

FTF0000194  Generic Interfa...
FHFo002  NextNumbers -...
E5E FOO021 MNext Mumbers ...
nique Key File...
Distributed Mex...

Description

Auto-Reset Mext Mu...
[A]MLCKO1  Chedk Digit 01
[(3YMLCTRY  Century
LA MLDCT Document Type
[ENLFY Fiscal Year
EENuMB Imbed Digis |
AAMNLKCO  Document Company
[T]mLMoo1  Mext Mumber Range 1
[B]MLSED  Sequence Number
[A]MLSMAS  Same-As Document Type

e prevent/allow the display of certain table rows according to criteria on a table column. The
criterion can be a single value, a range of values, or a list of values.
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Data Access Restrictions

Field Restrictions | Set restrictions for values related to a field or an alias

[JUse IDE security related to this user

Condition for forbidden data display

() Enter an alias

Field to chedk

Table name
FO101

(®) Enter a field

() Enter a field without wizard

(®) Enter a field with wizard

Set a condition for a value related to a field or an alias

Field name
ABAMS

[FO002].[NNCKO1] -

£ Mame Description £ Mame Description
FEIFO000194  Generic Interface Table ... @
Mext Mumbers - Automatic [EIMMCKO2  Check Digit 02
FOOO21 Mext Mumbers by Comp... [EAINNCKOZ  Check Digit 03
FDDDZZ Unique Key File - MNext A... [EInNcKo4  Check Digit 04
FDDDZS Distributed Next Mumber... [EINNCKDS  Check Digit 05
FDDD4 User Defined Code Types [EINMCKOE  Check Digit 06
FDDD"ID User Defined Codes - Alt... [AINNCKOT  Check Digit 07
FDDDS User Defined Code Values i
ﬂl:nnnl:n 1 lmme MimBmmd T mm Al <
Value for forbidden display

|E| Value equal to the following string :

"EI [Fo00Z]. [NMCKD 1] =

CK

Cancel

Single value | Range of values | List of values

Cancel

| l If the data source is JDE/World, we have in addition the choice to use the |DE security

&  associated with a user and one of his roles (or all roles with the value “*ALL").
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| Field Restrictions | Set restrictions for values related to a field or an alias

[] Use JDE security related to this user |CACHE

| =ALL

Shared Queries

This setting allows you to :

¢ Define the place(s) where the user can deposit the queries he wants to share. The user has
access to the entire tree structure of the specified directories.
e Define the shared queries it can use
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| Global | Rights Restrictions | Time Out | Data Access Restrictions | Shared Queries |

Publish queries

X NE

Default folder :

o

s of shared queries

\

N

» Publish queries: list of shared folders accessible when publishing queries
o Default folder: proposed by default when publishing queries
» Use of shared queries: list of shared folders accessible via the web interface

Change Language

ﬂ. Change user language

Langues
Language used for application |Er1g|ish

Language used for descriptions from database |Er1g|ish

Lo | [ ]

Allows you to change the languages (of the interface and of the descriptions coming from the
database) of all the users present in the group.
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